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Abstract—Traditionally, security and usability has
acted against each other. Specially, for inexpert people,
usability means ignoring security and secure systems
are not usable. Researchers and developers recognized
that current security problems would be solved only
through addressing issues raised through usability and
human factor. In fact, future of cyber security relies on
deployment of security technologies which widely
could be used by inexpert users. Interpretative Key
Management (IKM) is a cryptographic key
management system under category of master key
which empowers users to generate the cryptographic
keys within the end-user systems. This article proposes
a novel method which specifically helps beginners to
achieve both safety and usability of communications
and network-based software by utilizing IKM. In this
method processes of user authentication and
encryption of transmitted and stored data will be fully
automated and does not require the users to do any
security configuration. The main targeted application
of proposed method is to enhance security and
usability of e-learning systems when the trainees do not
have enough computer knowledge.

Keywords— security; usability; security usability;
authentication; e-learning

I INTRODUCTION

Security usability deals with analysis of both aspects
of security and usability of the designed systems [1].
To evaluate security, the confidentiality, integrity,
and availability properties would be studied [2],
while usability talks about how easy are processes of
authentication and utilization of a system
particularly for beginners [3,4].

System usability measures easiness of security
protection and running the system for the targeted
users [5]. It could be studied from different aspects
like psychological, social, organizational, and
technical [6]. Psychological acceptance of a
developed system for first time introduced as a
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measure in 1975 [6,7]. Zurko and Simon introduced
three groups of developers, users, and
administrators as the groups which benefit usability
of the developed systems [8]. recognizes the system
owners as the group which benefits more than other
two groups from high level of usability [9].
Authentication  techniques  like  password,
passphrase, pass-face, pass-point, or even different
biometric technologies are devised to recognize
legitimate users than illegitimate ones to be granted
access to resources [10,11,12]. Authentication
process has two aspects of safety of proposed
method and its usability [13]. Although developers
aim to make process of authentication easier, but due
to the advances in software and hardware
technologies it has become more and more
complicated over the time [14,15]. A password with
8 characters including alphabet, special characters,
and numbers only delivers an average level of
security while in 1980 only a five-characters
alphabetical password was completely secure
[16,17,18].

In 1982 [19] introduced passphrase as a new
authentication method which used a meaningful
sentence instead of a word. He believed that
memorizing a meaningful sentence is easier than
memorizing a meaningless word. Two years after
[20] invented pass-algorithm authentication method.
In pass-algorithm the users should learn an
algorithm and then answer the authentication
questions according the given algorithm. Cognitive
password proposed 21] in 1990 authenticates a user
by means of the information which exclusively is
known by only the legitimate user. Although this
information might also be known by few close
people, but usability studies showed fair
performance of their scheme [22,23,24].
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[25] in 2000 introduced pass-face method. In their
method the user has to select the correct face shown
on displayed network of faces in four consequent
times. Dhamija and Perrig [26] in 2000 changed
faces to objects and called it Déja vu. Pass-point,
which introduced [27,28] in 2005, is another
authentication technique which that presents a photo
to the users and they must click on predetermined
point on it to pass authentication process.
Authentication, key management, and encryption
are the most important techniques for protection of
security [29,30,31]. To protect secrecy, key
management techniques and commercial products
like the products introduced by IBM [32], Oracle
[33], HP [34], Bell [35] and encryption techniques
like DES [36], 3DES [37], AES [38], Two fish [39],
Serpent [40] could be utilized to protect secrecy of
stored and transmitted data. As a sample of secrecy
protection Pretty Good Privacy (PGP) [41] which is
known as same level of quality with army encryption
techniques [42] is presented both as standard and
ready product to be tied into under development
projects. Due to its decentralized architecture, PGP
is utilized in variety of projects like GNUPG [43]
and OpenPGP [44]. Instead of relying on centralized
certificate authority, it relies on cooperation of
members for trustworthiness evaluation of nodes
[45]. Today, variety of techniques and products are
available for protection of secrecy and enhancement
of usability, but each one of them might be proper
for particular usage. In this article a method based
on Interpretative Key Management (IKM) technique
[46] which works under category of master key is
introduced and evaluated to enhance security and
usability of e-learning systems.

Il.  MASTER KEY

Master key uses a key derivation function to convert
input key and some other initial data into keying
material to be used in cryptographic algorithms [47].
The initial value for key derivation function is Key
Derivation Key (KDK) [48] which might be
generated either through an automated key
generation process [49] or by an approved random
bit generator [50]. If the KDK be generated by
automated key generation process, it would be
considered as portion of the secret keying material.

Any portion of derived keying material with desired
length can be used for cryptographic algorithms
[51]. To guarantee that all of the users will have the
same keys in hand, they should use the same Key
Derivation function (KDF) and agree on the method
of converting the keying materials into
cryptographic keys [52]. For example, if length of
derived keying material is 256 bits, the first 128 bits
(first segment) could be used for authentication key
and the second 128 bits (second segment) as
encryption key. If the KDF is uses Pseudo Random
Function (PRF), according to desired length for

keying material, the KDF may call PRF for several
times to achieve required length [53]. Following key
generation modes are the main key derivation
functions of master key [54]:

- Counter mode key derivation function

- Feedback mode key derivation function

- Double pipeline iteration mode key

derivation function

a) Length of Key Derivation Key

For some KDFs, length of the KDK depends on
PRF. For example, if Cipher-based Message
Authentication Code (CMAC) is chosen as PRF, the
length of the key would be defined according to the
length of the respective block cipher [55]. Therefore,
at the application time, consistency of PRF and
KDK must be verified.

Unlike CMAC, if Keyed-hash Message
Authentication code is selected as PRF, the key
derivation key could have any length. To preserve
consistency between outcome of PRF and length of
block, if length of the key is longer than length of
the hash function block, the key again should be
hashed into length of the hash function output [56].

b) Converting keying materials into
cryptographic keys

The length of derived keying material relies on
the selected cryptographic algorithm.
Application of the cryptographic key, like
Message Authentication Code (MAC), will
determine length of the key [57]. If no limitation
is defined, every portion of derived keying
material with the required length could be used
as cryptographic key, only if the derived keys do
not overlap on KDF output. Therefore, derived
keying material length should be equal or longer
than sum of the keys [58].

I1. Proposed security usability model
The proposed method is founded based on
restructured IKM framework for enhancement of
security usability. Following paragraphs elaborate
the proposed structure and the method of using IKM
to implement automated authentication and
preserving confidentiality.

a) Structure

Users: any designed security technology is proper
for particular applications and group of users. The
proposed technique will be useful if group identity
of users is more important than their individual
identity. For instance, if the users are group of
students using an e-learning system, the group
identity of these students will determine which
resources should be accessible for them. In this
example, group identity has more importance than
individual identity as the resources would be granted
to them according their program.



Bit-stream source: one of the key generation factors
in IKM is the bit-stream which will be located into
bit-matrix to be surveyed in process of key
generation. Since in the proposed method every
group of users has a label that describes the group
identity, instead of downloading the bit-stream, hash
value of the label generates the required number of
bits to be arranged into the bit-matrix.

Grouping: one of the features provided in proposed
model is possibility of grouping and establishing
hierarchy among the groups. In this method, every
group has a unique label which describes the type
and aim of constituting it. After organizing the
groups, particular tables form to let the server
recognize type of user for future communications.
These tables help the server to recognize the user
faster and consume less resources. If individual
identity of the users is important, the combination of
the given identity code and key generation factors
will let server to recognize individual identity of the
user.

Session establishment: since the server is
responsible to manage the users and groups, it
should first recognize which user belongs to which
group. Once the group(s) of user determined, the the
user IP will be added in IP-Group table to accelerate
process of recognizing user’s group and encryption
key in continue of the communication, especially
when the session expires due to user inactivity.
When a new packet from an unknown user receives
to the server, it will look into the IP-Group table to
find its potential sender. If the IP was found and the
corresponding cryptographic key could decrypt the
received packet, the user group is identified,
otherwise, the server will try to decrypt the received
packet by means of keys of all groups.

Group change: changing group is easy process and
joining a new group only requires having a label and
twenty-four digits of the new group. If the server
decides to change group of a user, it will send it the
label and twenty-four digits of the new group to the
user for using in key generation process. Thereafter,
the user will be able to communicate and access the
New resources.

Hierarchical order: any user who holds label and
twenty-four digits of a group would be able to join
the sessions and access to granted resources.
Accordingly, if it holds more than one couple of key
generation factors, would be able to join multiple
groups. This property could be utilized for
establishing hierarchy among the groups and users
by giving key generation factors of users in lower
levels to those who are eligible to monitor the
activities.

Recognizing personal identity: individual user
identity could be recognized in two ways: manual
and automated. In manual method, the server
recognizes the group identity of the user based on
the used encryption key, and in next step, the user
will be authenticated by entering its user code.

Combination of given token (interpreter) and user
code is the first way of recognizing a user. If the
given user code be used in process of key generation,
the user does not require to enter authentication code
and will be authenticated through fully automated
process. Automated way will impose process
overhead on the server, especially if there is plenty
of users. There are two ways for automatic
authentication. In first method, the user identity will
be send automatically to the server after the user
group recognized through analysis of used
encryption key. In second way, the user code will be
engaged in process of key generation and therefore
each user uses a different key than the rest of group
members. The user code will be added to group label
and, therefore, combination of hash value of the
group label, user code, and 24 digits will construct
preliminary materials of key generation. Since in the
second way the cryptographic key of each user is
unique, the server will have high processing and
analysis overhead. This method is safer than the first
one, as the transmitted packets are not decipherable
even for the users is the same group.
To establish a session, the user system will send a
constant message to server which is encrypted by its
current key. To accelerate process of recognizing the
user group or user identity by changing the keys, due
to key refreshment intervals, current key of all
groups and users will be produced. In next step,
session establishment request of all nodes will be
generated and stored to accelerate process of user
recognition. Once a packet receives from an
unknown source, it would be compared to all session
establishment requests of groups to detect the group
identity of source. If no match were found, it would
be compared with session establishment message of
inactive users which use second method of
automated individual authentication.
To support the second method of individual user
recognition, IP-Group-UserCode table should be
established to save current session establishment
message of users and keep a list of current active and
inactive users.
Although automated user identification imposes
process overhead on server, but it has three
advantages:
- Automated processes of encryption and
authentication
- Utilizing identical cryptographic key per
user
- Possibility of blacklisting a single user
among all group members
In group identity granting and retaking the resources
would be for all of group members, while if the
chosen method is individual user recognition, even a
single user could be black listed to be banned from
accessing resources.

b) Secrecy of stored data



Since the IKM keys are changing continuously, they
are not proper to preserve secrecy of stored data as
may each part of stored data be encrypted using a
separate key. At decryption time, the current key
also is different from the previously used keys. To
prepare IKM for secrecy preservation of stored data,
time and date factors should be eliminated from key
generation factors and the bit-matrix would be
surveyed according the embedded twenty-four
digits.

(\VA Security usability evaluation

To evaluate the proposed method both security and
usability aspects must be studied. Security
evaluation shows that how long the encrypted data
would remain safe through  mathematical
computations. Safety of the cipher depends on the
chosen encryption technique and length of the used
key. Usability evaluation reveals that how much the
proposed technique is efficient and acceptable for its
users. The usability study is conducted through a
questionnaire.

a) Security evaluation

Since the method is structured based on IKM and
uses symmetric 128-bit keys, according to the article
published by [34], the employed keys will guaranty
secrecy of encrypted data far beyond 2050.
Advances in software and hardware technology, and
cost of required machines for running an attack are
the main factors considered[54]. for calculating
safety margin of the keys. Following table show the
relation between key length and safety margin.

Table 1. Security lifetime of symmetric keys [34]

Key Length (bits) Safety border
78 2010
82 2015
86 2020
89 2025
93 2030
101 2040
109 2050

b) Usability evaluation
To evaluate user acceptance and friendliness of the
designed method, 100 users were chosen randomly
to work with the developed simulator and fill the
given questionnaire. The only criterion for
candidates was to be over than 12 years old. The
attendees were grouped in three age categories of 12
to 20 (group A), 20 to 40 (group B), and over 40
(group C). Also in another classification, they were
classified as beginner, intermediate, and
professional based on their experiences and
qualifications. If an attendee was able to install an
operating system, perform security configurations,
and install common software, it places in
professional group. Intermediate level was for a user
that is able to install OS or common software, but

had no experience about security configuration.
Beginners had no one of counted skills.

The developed simulator was given to all of the
attendees and they were taught how to work with it.
Then, they were given the equivalent instruction that
teaches how to achieve to the same level of safety.
After working in both ways, they were asked to fill
in the questionnaire and  give their
recommendations. The following tables show the
questionnaire and the analysis results.

Table 2. The distributed usability measurement
questionnaire
Question Answer

1. What is your age?
2. Are you able to Yes No
install an Operating
System?

3. Are you able to Yes No
install a piece of
software?

4. Are you able to Yes No
configure or install a
firewall or any other
type of  security
product?

5. How many years’
experience you have
in computer security?
6. Which one is your | User/Pass Token
preferred method:

combination of

username/password or

a token for

authentication?

7. Which one do you | Manual | Automatic
prefer: manual or

automated  security

configuration?

8. After having the | Manual IKM-

experience of using based

IKM-based security automated
usability, which one is method

your favourite option
for securing your
sessions: manual or
the automated IKM-
based method?

If there is any comment, explanation, or
recommendation regarding the questions 6,7, and
8, you can write it here:

Table 3. Questionnaire results for selecting between
user/pass and token-based authentication methods

User/Pass Token
Beginner 19.23% 80.77%
Intermediate 76.93% 23.07%




| Professional | 100% | 0% | Age classes Manual | Automated
(IKM-
Table 4. Questionnaire results for selecting between based)
manual and automated security configuration Beginners-group A 0% 100%
S Mgg/ual Aultgg?;“c Beginners-group B 0% 100%
eginner 0 0 - - 5 5
Intermediate 13.85% 86.15% Beginners-group C 0% 100%
Professional 55.55% 44.45% Intermediate-group A 15.79% | 84.21%
Intermediate-group B 12.9% 87.1%
Table 5. Questionnaire results for selecti.ng betvx{e_en Intermediate-group C 13.3% 86.7%
manual and automated IKM-based security usability _ > >
method Professional-group A 33.3% 66.7%
Manual Automatic Professional-group B 75% 25%
Beginner 7.70% 92.30% Professional-group C 50% 50%
Intermediate 18.46% 81.54%
Professional 77.78% 22.22%

Table 6. Questionnaire results for computer security
experience (years)

Group IKM- Automatic
based
method
Beginner 4.46 4.29 7
Intermediate 5.23 4.49 8.24
Professional 8.1 4.5 9.14

Table 7. Questionnaire results for experience in
using user/pass and token (years)

User/Pass Token
Beginner 6.40 3.95
Intermediate 5.71 3.75
Professional 8.1 -

Table 8. Questionnaire results for average
experience of users for choosing between IKM-
based and manual security configuration

User/Pass Token
Beginner - 4.46
Intermediate 8.2 4,75
Professional 9.2 6.75

Table 9. Questionnaire results for choosing between
authentication method preference according to age
classification

Users’ age | User/Pass Token
classifications

Beginners-group A 20% 80%
Beginners-group B 16.6% 83.34%
Beginners-group C 20% 80%
Intermediate-group A | 73.69% 26.31%
Intermediate-group B 87.1% 12.9%
Intermediate-group C 53.3% 46.7%
Professional-group A 100% 0%
Professional-group B 100% 0%
Professional-group C 100% 0%

Table 10. Questionnaire results for security
configuration  preference according to age
classification

Table 11. Questionnaire results for security
usability preference according to age classification

Users’age Manual Automated
classifications (IKM-based)
Beginners-group 0% 100%
A

Beginners-group B 0% 100%
Beginners-group C | 13.3% 86.7%
Intermediate- 15.79% 84.21%
group A

Intermediate- 22.58% 77.42%
group B

Intermediate- 13.3% 86.7%
group C

Professional- 66.7% 33.3%
group A

Professional- 100% 0%
group B

Professional- 50% 50%
group C

V. Discussion

The results show that experience of the attendees is
the main factor for their evaluation of the proposed
technique. On average, attendees with less
experience were more interested to the designed
method. Considerable number of beginner users
were willing to use IKM-based token rather than
memorizing combination of username and
password, while majority of the intermediate and all
professionals preferred to use username/password.
The main cause the beginners expressed is lack of
self-confidence - due to lack of enough experience -
and also trusting a tangible token.

Every single one of the beginners chose the
automated security configuration instead of manual
way. Majority of the intermediate users preferred to
work with embedded automated  security
configuration and almost close to half of the
professionals supported IKM-based automated
security preservation method. The main reason of
choosing automated system explained as lack of




enough security knowledge and oddity of security
protocols.

For authentication, combination of
username/password was chosen by majority of the
users instead of having a token in hand. For security
preservation, majority of the users preferred to use
automatic security configuration rather than manual
way. Once they asked to choose either of the ways,
considerable number of the users trusted IKM-based
method for both authentication and security
preservation, and only some of the professionals
were in favour of manual way.

Once the attendees were classified according their
chosen method, the statistics revealed that in general
less experienced people were more tend to use
automated model and experienced ones preferred
traditional way.

Analysis of the results show that the proposed
technique enhances security and usability, if the
targeted users are not experienced and do not have
adequate computer knowledge. For this group of
the users, employing IKM-based security usability
enhancement method increases satisfaction of both
system owners and users.

VI. Conclusion

Security usability tries to simplify security
configurations and enhance usability especially for
untrained users. In this article a new method which
uses IKM cryptographic key management model is
used to eliminate processes of authentication and
encryption configurations for its users. Technical
details of the key derivation functions are explained,
and then the proposed method is evaluated in terms
of security and usability. Security of designed
method is examined by mathematical computations
and usability is measured based on the user answers
in the questionnaires. Security evaluation shows that
secrecy of the encrypted data is guaranteed far
beyond 2050, and usability evaluation reveals that
less experienced users are more interested in the
designed method. Employing the proposed
technique is extremely offered to online learning
systems when their users do not have enough
computer security knowledge.
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